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Introduction



Hello, | am Daniel :-)

Work and education
© IT security and computer science
* software engineer
 infrastructure and web
* applications and Ul

Open Source contributions

* hardware and firmware
© operating systems

# software distributions
 reverse engineering




What is RISC-V?



Instruction Set Architecture (ISA)
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RISC-V is an open, royalty-free instruction set architecture (ISA).




Instruction Set Architecture (ISA)

-V

RISC-V is an open, royalty-free instruction set architecture (ISA).

The architecture is modular. A RISC-V chip may have extensions such
as multiplication, floating point instructions, and some more, which
are being ratified over time.



RISC-V Specifications

The specifications are a collection of multiple documents written
over time.
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RISC-V Specifications

The specifications are a collection of multiple documents written
over time.

Instruction Set
https://five-embeddev.com/riscv-isa-manual/

Privileged Spec
https://riscv.org/wp-content/uploads/2017/05/riscv-privileged-
v1.10.pdf
Similar to x86 rings, there are privilege levels.

¢ M-mode (machine)

“ S-mode (supervisor)

© U-mode (user)


https://five-embeddev.com/riscv-isa-manual/
https://riscv.org/wp-content/uploads/2017/05/riscv-privileged-v1.10.pdf
https://riscv.org/wp-content/uploads/2017/05/riscv-privileged-v1.10.pdf

Cores, Microcontrollers and SoCs (System on a Chip)



https://www.pine64.org/pinecil/
https://github.com/T-head-Semi/
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The first RISC-V chips have been produced already and can be found
in products.
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The first RISC-V chips have been produced already and can be found
in products.

There are some open cores, e.g., by T-Head.
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Development Boards
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BeagleV
https://liliputing.com/2021/07/beaglev-starlight-risc-v-single-board-
computer-canceled-a-new-model-may-be-coming-in-2022.html
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Allwinner D1 Boards

Nezha

Lichee RV



Allwinner D1 Boards

Nezha

D1s boards are coming as well, with 64MB RAM in package, e.g. from
MangoPi.



Firmware and Boot Loaders



RISC-V Upstream Boot Flow'

RISC-V Upstream Boot Flow

—p LOads

==ue - Jumps

ZSBL S FSBL . OpenSBI U-Boot naasp Linux
(M-mode) = (M-mode) (M-mode) (S-mode) =) (S-mode)

(ROM) (LOADER) (RUNTIME) (BOOTLOADER) (0s)

* For HiFive Unleashed hardware (only Linux capable RISC-V platform available)

* Follows a standard boot flow

* Uses U-Boot as the last stage boot loader

* U-Boot binary as the payload to OpenSBI

* FSBL is SiFive specific and will be replaced by Coreboot/U-Boot SPL

* OpenSBl is a RISC-V specific runtime service provider

Western Digital

Thttps://riscv.org/wp-content/uploads/2019/12/Summit_bootflow.pdf


https://riscv.org/wp-content/uploads/2019/12/Summit_bootflow.pdf

SBI (Supervisor Binary Interface)

SBl is an interface described in the RISC-V privileged specification.


https://github.com/riscv-software-src/opensbi
https://github.com/rustsbi

SBI (Supervisor Binary Interface)

SBl is an interface described in the RISC-V privileged specification.

OpenSBI
Open source implementation in C, can be used as a library.


https://github.com/riscv-software-src/opensbi
https://github.com/rustsbi

SBI (Supervisor Binary Interface)

SBl is an interface described in the RISC-V privileged specification.

OpenSBI
Open source implementation in C, can be used as a library.

RustSBI

An open source implementation of SBI, written in Rust.

Both a crate and SoC-specific implementations are available.
https://github.com/rustsbi


https://github.com/riscv-software-src/opensbi
https://github.com/rustsbi

Das U-Boot

Commonly known from Arm platforms, U-Boot is used by many SoC
vendors in their SDKs.




Boot Flow Development

There is ongoing work towards UEFI and ACPI?.

RISC-V boot flow development timeline

support for July19
OpensSBI Mar 19
V0.1 Unleashed
Grub release Feb 19

support Jan 19

Zhttps://www.youtube.com/watch?v=3WS6vCACOVs


https://www.youtube.com/watch?v=3WS6vCAC0Vs

oreboot

Downstream fork of coreboot, written in Rust.

RISC-V boot flow development timeline

U-Boot
support for
Unleashed

OpenSBI
v0.1

 release Feb 19
Jan19

Western Digital

July 19

Have you looked at oreboot yet?

It's a fork of coreboot, with C
removed, written in Rust.

https://github.com/oreboot/




oreboot

Downstream fork of coreboot, written in Rust.

RISC-V boot flow development timeline

July 19
support for
Unleashed Mar 19

Feb 19 Have you looked at oreboot yet?

It's a fork of coreboot, with C
removed, written in Rust.

https://github.com/oreboot/

Western Digital

Initial RISC-V support was added in August 2019.



LinuxBoot

coreboot Slim Bootloader
UEFI PEI U-boot SPL T

Firmware HW init

Memory initialized

(8

Linux Kernel
Initramfs




u-root

A small initramfs builder with a userland written in Go.



Operating Systems



welcome to oreboot

rankl config same as rank®
DRAM BOOT DRIVE INFO: %s

DRAM CLK = 792 MHz

DRAM Type = 3 (2:DDR2,3:DDR3)
DRAMC ZQ wvalue: Ox7b7bfb
DRAM ODT value: BOx42.
ddr_efuse type: 0x0

DRAM SIZE =1024 M

DRAM simple test OK.

Welcome to oreboot

CTRL-A 7 for help | 115286 8N1

Rhey
G

<
o X

#!
N Runr &

)



Bare Metal Example
https://github.com/bigmagic123/d1-nezha-baremeta

[AUTO DEBUG] rank 1 row = 15
[AUTO DEBUG] rank 1 bank = 8
[AUTO DEBUG] rank 1 page size = 2 KB
rankl config same as rank@
DRAM BOOT DRIVE INFO: %s

DRAM CLK = 792 MHz

DRAM Type = 3 (2:DDR2Z,3:DDR3)
DRAMC Z0 wvalue: Bx7b7bfb
DRAM ODT wvalue: Bxd42.

ddr efuse type: 08x0

DRAM SIZE =1024 M

DRAM simple test OK.

Welcome to oreboot

Welcome to oreboot

Loading payloadhello world

CTRL-A Z for help | 1152860 8N1 NOR Minicom


https://github.com/bigmagic123/d1-nezha-baremeta

XVv6



XVv6

A small Unix, created at MIT, ported to D1 by Michael Engel



XVv6

A small Unix, created at MIT, ported to D1 by Michael Engel

rankl config same as rank@
DRAM BOOT DRIVE INFO: %s
DRAM CLK = 792 MHz

DRAM Type = 3 (2:DDR2,3:DDR3)
DRAMC ZOQ value: Bx7b7bfb
DRAM ODT value: 0x42.

ddr _efuse type: 0x0

DRAM SIZE =1024 M

DRAM simple test OK.
Welcome to oreboot

Welcome to oreboot

Loading payload

Running payload

xv6 kernel is booting

init: starting sh
% grep RISC README

but is implemented for a moderm RISC-V multiprocessor using ANSI C.
You will need a RISC-V "newlib" tool chain from

CTRL-A Z for help | 115208 8N1




Linux


https://kernel.org/
https://github.com/orangecms/linux/tree/v5.15.10-openwrt
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Linux

https://kernel.org/

In Linux mainline, online a few RISC-V SoCs and boards are
supported as of now.
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Patches for D1, the Nezha board and others are pending in the
mailing lists.
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In Linux mainline, online a few RISC-V SoCs and boards are
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Patches for D1, the Nezha board and others are pending in the
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Remark: For the D1, we need to drop into S-mode as of now.
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Linux

https://kernel.org/

In Linux mainline, online a few RISC-V SoCs and boards are
supported as of now.

Patches for D1, the Nezha board and others are pending in the
mailing lists.

So | took the mainline kernel and applied patches. :)
https://github.com/orangecms/linux/tree/v5.15.10-openwrt
Remark: For the D1, we need to drop into S-mode as of now.
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From oreboot to RustSBI

Welcome to oreboot

## Loading payload

Running payload entry 0x40100000
[rustsbi] RustSBI version 0.2.0-alpha.4

[\ N / | |/

[ 12 ] e e R et I Rt I
| / [ I L . \

[ A I EEE e A L)
I I\ /] / 1 |

[rustsbi]l Platform Name: T-HEAD Xuantie Platform
[rustsbil Implementation: RustSBI-NeZha Version 0.1.0

[rustsbil misa: RV64ACDFIMSUVX

[rustsbi] mideleg: ssoft, stimer, sext (Bx222)
[rustsbi] medeleg: ima, bkpt, uecall (8x109)
[rustsbi]l enter supervisor 0x40200000

< Rhgy
o da
S g PMPO Bx0 - 0x40000000 (A,R,W,X)
PMP1 0x40000000 - 0x40200000 (A,R,W,X)
_1éé PMP2 0x40200000 - 0x80000000 (A,R,W,X)

Ruhx

PMP8 6x0 - 0x0 (A,R,W,X)



From oreboot to Linux

Welcome to oreboot

## Loading payload

Running payload entry 0x40100000
[rustsbi] RustSBI version 0.2.0-alpha.4

[\ N / | |/

[ 12 ] e e R et I Rt I
| / [ I L . \

[ A I EEE e A L)
I I\ /] / 1 |

[rustsbi]l Platform Name: T-HEAD Xuantie Platform
[rustsbil Implementation: RustSBI-NeZha Version 0.1.0

[rustsbil misa: RV64ACDFIMSUVX

[rustsbi] mideleg: ssoft, stimer, sext (Bx222)
[rustsbi] medeleg: ima, bkpt, uecall (8x109)
[rustsbi]l enter supervisor 0x40200000

o Rhoy
o da
S g PMPO Bx0 - 0x40000000 (A,R,W,X)
PMP1 0x40000000 - 0x40200000 (A,R,W,X)
_1éé PMP2 0x40200000 - 0x80000000 (A,R,W,X)

Ruhx

PMP8 6x0 - 0x0 (A,R,W,X)



Print Loop of Despair

1i t0, 0x02500000
1i t2, 0x0
sw t2, 4(t0

1i t1, 0x42424242
sw t1, 0(t0
j _loop



Rhey
e —le/

%

Ruhx

R

=%

Linux head . S Loop of Despair

Welcome to oreboot

Welcome to oreboot

## Loading payload

Running payload entry 0x40180000
[rustsbil RustSBI version 0.2.08-alpha.4

[ [ / [ | 7/ [ T W B
[ P - - -] 12 1] |
| / I VN (. AU |
| [ Reseso|l Teet [ose==d I IR ST I R B 0 B
[l e [ /ol / [ / [ /ol

[rustsbi] Platform Name: T-HEAD Xuantie Platform
[rustsbi] Implementation: RustSBI-NeZha Version 0.1.0
[rustsbi] misa: RVG64ACDFIMSUVX

[rustsbil mideleg: ssoft, stimer, sext (8x222)
[rustsbil medeleg: ima, bkpt, uecall (@x189)

[rustsbi] enter supervisor 0x40200000

PMPO 0x0 - 0x40000000 (A,R,W,X)

FMP1 0x40000000 - 0x40200000 (A,R,W,X)
PMP2 0x40200000 - 0x80000000 (A,R,W,X)
PMPE 0x0 - 0x0 (A,R,W,X)

BEBEEEBEEEEEBEBEBEEEEEEEEEEEEBEBEEEBEEEEEBEBEEEBEEEEEBEEBEEEBEBEEBEEBEBE



Linux Instruction Fault

DRAM BOOT DRIVE INFO: %s

DRAM CLK = 792 MHz

DRAM Type = 3 (2:DDR2,3:DDR3)
DRAMC ZQ value: 0x7b7bfb

DRAM ODT value: 0x42.

ddr efuse type: 0x@

DRAM SIZE =1024 M

DRAM simple test OK.

Welcome to oreboot

Welcome to ereboot

## Loading payload

Running payload entry 0x48100000
[rustsbi] RustSBI version 0.2.0-alpha.4

| \ o / | | / I

[ [ e R s B R (---=71 )
| / [ LY | NN [
N e e Pt | [ RS T B
[ [V VA I / 1 | / I

[rustsbil Platform Name: T-HEAD Xuantie Platform
[rustsbi] Implementation: RustSBI-NeZha Version 08.1.8
[rustsbi] misa: RVG64ACDFIMSUVX
[rustsbi] mideleg: ssoft, stimer, sext (0x222)
[rustsbi] medeleg: ima, bkpt, uecall (@x1e9)
[rustsbi] enter supervisor Bx40200000

§ﬁlgﬂzg [rustsbil dtb handed over from 0x40106d38

£ PMPD 0x0 - 0x40000000 (A,R,W,X)
=l @ PMP1 0x40000000 - Bx40200008 (A, R,W,X)
J“ PMP2 0x40200000 - 0x80000000 (A,R,W,X)
P PMPE 0x0 - 0x® (A,R,W,X)
u

BCD8M@FGPQRSTUV [rustsbi]l InstructionPageFault
[rustsbi] addr: [0x402000d8] mepc: [0x402000d8] 0x570031312000073



Linux Setup ecall Debugging

263 void _ init setup_arch(char **cmdline_p)
264 {

265 __asm__("1i a7,0x01"});

266 _asm__("li a0, 'L'");

267 asm__("ecall");

268 Pparse dtb();

269 __asm__("1i a7,0x01"});

270 _asm__{("1i ae,'I'");

271 __asm__("ecall");

272 setup_initial_init_mm(_stext, _etext, _edata, _end);
273 _asm__("li a7,0x01"});

274 _asm__("1i a@,"'N'");

275 __asm__("ecall");

276

277 *cmdline p = boot command line;
278

279 early_ioremap_setup();

280 jump_label init();

281 _asm__{"1i a7,0x01"});

282 _asm__("li a@,'U'");

283 __asm__("ecall");

284 parse_early param();

285 __asm__("1i a7,0x01"});

286 _asm__("li a0, "'X'");

287 __asm__("ecall");

288

289 efi init();

[kernel/setup.c 268,1-8




SBI console

Welcone to oreboot
## Loading payload

Running payload entry 0x46100008
[rustsbi] RustsBI version 0.2.6-alpha.4

| Il
[ (O O
| [l
| t

1. I\ /1

rustsbi] Platform Name: T-HEAD Xuantie Platform
rustsbi] Implementation: RustSBI-NeZha Version 0.1.0
rustsbi] misa: RVG64ACDFIMSUVX
rustsbi] mideleg: ssoft, stimer, sext (6x222)
rustsbi] medeleg: ima, ia, illinsn, bkpt, lna, la, sma, sa, uecall, ipage, lpage, spage (6xblff)
rustsbi] enter supervisor 8x46200000
rustsbi] dtb handed over from 6x401074f8
0x0 - 0x40000000 (A,R,W,X)
PMP1 6x46000000 - ©x40200000 (A,R,W,X)
PMP2 0x40200000 - 0x80000000 (A,R,W,X)
PMP8 0x0 - 0xe (A,R,W,X)
Uvw12345
=DONE=
0.000000] Linux version 5.14.0-rc4-gd4dalf2b067d4 (bob@thebuilder) (riscv64-linux-gnu-gcc (GCC) 11.1.8, GNU 1d (GNU1
0.000000] OF: fdt: Ignoring memory range 0x46000000 - ©x46200000
0.000000] Machine model: sun20iwlpl
0.000000] earlycon: sbi® at I/0 port 6x@ (options '')
0.000000] printk: bootconsole [sbi0] enabled
0.000000] Unable to handle kernel paging request at virtual address ffffffaffffezafa
0.000000] Oops [#1]
0.000000] CPU: @ PID: © Comm: swapper Not tainted 5.14.-rc4-g4dalf2be67d4 #96
0.000000] Hardware name: sun20iwlpl (DT)

0.000000 : fdt_check_header+0xe/0x1f6
0.000000] ra : early init dt_verify+0x12/0x68

0.000000 FFFFTIB035611C ra : FFFFFfTfB0414904 sp : FFFFFfffB003F20
6.600000 FFETFfffB0ec60d0 tp : fITfffff80e08640 to : ffffffcefefffoon
0.000000 FFf11ff80606778 t2 : 0000000000000000 5O : ffffffdffffo74fs
6.600000 FFFTffffB0e03b8 a0 : fTfffdffff074f8 al : 0000006000000000
0.000000 a3 : FFFFFFFfB0ecbo00 ad

0.000000 0000000040107478 a6 : fffffff80000000 a7 : ffffffe000000000
6.600000 FFFFFfffB80ec7058 s3 : 0009A00000000000 4 : 0GBO00G000000000
0.000000 s6 7

6.600000 8 9 s1e:

0.000000 : 0000000000000000 t3 : 0000000047ff000 t4 : FFFFFFFFffffff
0.600000 0000000048000000 16 : fffffff806066b0

0.000000] Status: 0000000200000100 badaddr: ffffffdffffo74fo cause: 098808BAOB0E00
0.000000] [<fFTFTfF180356L1c>] fdt check header+x0/0x1fe

0.000000] [<FfFFfff ] setup_arch

0.000000] [<fFFffff start_kernel:

0.000000] random: get_random bytes called from oops_exit+0x2c/ex50 with crng_init=e
0.000000] ---[ end trace 6006000000000000

0.000000] Kernel panic - not syncing: Attenpted o kill the idle tas
0.000000] ---[ end Kernel panic - not syncing: Attempted to kill the e taska 1---




Oops on float instruction

0ooeee
[e[elele]e]]
@eeeee
eLeleTe]e]e]
@e0000
600000
geeeoe

] Inode-cache hash table entries: 65536 (order: 7, 524288 bytes, linear)
] mem auto-init: stack:off, heap alloc:off, heap free:off
] Memory: 997556K/1046528K available (3544K kernel code, 3058K rwdata, 20)
] SLUB: HWalign=64, Order=8-3, MinObjects=8, CPUs=1, Nodes=1
] rcu: Preemptible hierarchical RCU implementation.
] Trampoline variant of Tasks RCU enabled.
] rcu: RCU calculated value of scheduler-enlistment delay is 25 jiffies.
] NR_IRQS: 64, nr_irgs: 64, preallocated irgs: ©
] riscv-intc: 64 local imterrupts mapped
] plic: interrupt-controller@leeeeeee: mapped 200 interrupts with 1 handl.
] Oops - illegal instruction [#1]
] CPU: @ PID: @ Comm: swapper Not tainted 5.15.5-000842-g312c3e3fdcad #4
] Hardware name: sun2@iwlpl (DT)
] epc : rand_initialize+@x2e/@xf8
000860] ra : rand initialize+@x208/0xf8
0e0080] epc : ffffffffaeq1060a ra : ffffffffeeaefffc sp : Fiffffffeeen3fon
eeeeee] gp : fffffffeeebfl3e tp : fFffffffepe08640 t0 : 0EEOOEEEEEEREO1I
1
1
1
]
]
]
]
1
1
1
1
1
1
1
]
1

RN N RN N N N N N Nl N - -l N - o - - - R )

geeeee] t1 : 000PE0ERO0EREE18 12 : QOOEEOEE00OEEEO1 sO : 00EPEOEREEE00200
800000] s1 : ffffffes3efc30co a@ : ©EOOOOOEEOOEEERL al : ffffffffBee83f98
0eeeee] a2 : 00OPOOOOOOEEEEEO a3 : EOOEOOEEOOOEEE18 a4 : 00OMOOEEEEE0EEE1
eeeee0] a5 : ffffffffB0a31960 a6 : 0EEOOE0EEE0EERTT a7 : ffffffffeeefse5s
000000] s2 : ffffffff80ec0038 s3 : OEOOOOOEEOOEEEEE s4 : ffffffffEeece0ls
@00000] s5 : TFffffff80600018 s6 : BPAEEOO0EOEEEOOE s7 : PEEOOOEOAEEDOOOE
0oeeee] s& : AOEPE0EDOEEDEEED s9 : GOEEEEAE0EAEEERE s10: 0OEDOEEDEAE0EREO
6000600] sl1l: OEEPAEEOO0EDEEED t3 : ffffffffBOe@3fIo8 t4 : PEEOOOOOABEOOOES
Geeeee] t5 : AOEEEOEDOEEOEE4c 16 : BOOEEOEEOOAEEO33
?ﬁlgﬁzg 000000] status: B00PEEO200000100 badaddr: ©EEDEEEECE1027f3 cause: BEEEEEEDOEEDOZ
J(/c @ 000000] [<ffffffff8041000a>] rand initialize+Ox2e/0xf8
0e00808] [<ffffffff80400al4=] start kernel+8x45a/0x63c
JW 000080] random: get random bytes called from oops exit+@x2c/@x56 with crng init®
\ R $¢F 000000] ---[ end trace 0000EEOOEEEEEEEE ]---
e 000000] Kernel panic - not syncing: Attempted to kill the idle task!
0800000] ---[ end Kernel panic - not syncing: Attempted to kill the idle task! ]-



Welcome to u-root!

11.133354] dwmac-sun8i 4500000.ethernet: TX Checksum insertion supported
11.145348] dwmac-sun8i 4500000.ethernet: Normal descriptors
11.157355] dwmac-sun8i 4500000.ethernet: Chain mode enabled
11.169382] dwmac-sunB8i 4500000.ethernet: device MAC address 7e:ad:75:81:38:db
11.201574] libphy: stmmac: probed
11.312957] usbvbus: supplied by vcc
11.322710] sunxi-mmc 4020000.mmc: Got CD GPIO
11.328881] sunxi-mmc 4021080.mmc: allocated mmc-pwrseq
11.364464] acked 85 in 0x00000274, was 8x00200000, now BxBOO0OBEO
11.381624] sunxi-mmc 4020000.mmc: initialized, max. request size: 2047 KB, uses new timings me
11.391270] sunxi-mmc 4821000.mmc: initialized, max. request size: 2847 KB, uses new timings me
11.401378] acked 84 in 0x00000274, was 0x00100000, now OxBO0000000
11.454616] mmcl: new high speed SDIO card at address eeel
11.464185] clk: Not disabling unused clocks
33.136267] Freeing unused kernel image (initmem) memory: 4616K
33.142673]1 Run /init as init process
970/01/01 00:00:33 Welcome to u-root

b e e e P P

init: 1978/01/081 80:006:33 no modules found matching '/lib/modules/*.ko
~/# uname -a
Linux nezha 5.15.5-080125-g6a3e59063ef3-dirty #14 PREEMPT Thu Dec 16 01:09:25 CET 2021 riscv64 (non
e)
~/# cat /proc/cpuinfo
<]

processor R
hart H:)

isa : rv6aimafdc
mmu i sv39

uarch : thead,c906




Networking and kexec

~/tmp# wget http://192.168.0.73:8000/vmlinux

~/tmp# kexec vmlinux

[ 0.0800000] Linux version 5.15.5-80131-g9fd1fcfBc67b (dan@orangepad) (riscv64-linux
-gnu-gcc (GCC) 11.1.08, GNU ld (GNU Binutils) 2.36.1) #17 PREEMPT Fri Dec 17 21:54:33 C
ET 2021

[ .000000] OF: fdt: Ignoring memory range 0x40000000 - 0x40200000

.000000] Machine model: Allwinner D1 NeZha

.0000080] earlycon: sbi® at I/0 port Ox0 (eptions '')

.0000080] printk: bootconsole [sbhi@] enabled

.0e8EE0] Zone ranges:

.00e0Be0] DMA32 [mem Bx 40200000 - 0x/ S5TEFffffl

.ppeeen] Normal empty

.0000080] Movable zone start for each node

.000000] Early memory node ranges

.06008080] node  @: [mem Ox 482000080-0x STEFFfffl

.000000] Initmem setup node 8 [mem Ox 402060000 - 8x SEFFFfffl]
.000000] SBI specification v0.3 detected

.000080] SBI implementation ID=0x4 Version=0x200

.000080] SBI TIME extension detected

.000080] SBI IPI extension detected

.000000]1 SBI SRST extension detected

.0000080] riscv: ISA extensions acdfim

.000000] riscv: ELF capabilities acdfim

.000000] Built 1 zonelists, mobility grouping on. Total pages: 128775

.000080] Kernel command line: clk_ignore_unused debug initcall_debug=1 console=t

NN N N - NN RN -

o y50,115200n8 loglevel=7 earlycon=sbi init=/init
855»—5@ 0.000000] Dentry cache hash table entries: 65536 (order: 7, 524288 bytes, linear)
& @ 0.000000] Incde-cache hash table entries: 32768 (order: 6, 262144 bytes, linear)
0.000000] mem auto-init: stack:off, heap alloc:off, heap free:off
_///L 0.000000] Memory: 497716K/522240K available (3296K kernel code, 4175K rwdata, 204
N Ruh!$W% K rodata, 4796K init, 258K bss, 24524K reserved, 0K cma-reserved)

0.000000] SLUB: HWalign=64, Order=8-3, MinObjects=0, CPUs=1, Nodes=1

[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
[
t
[
[
[
[
t:1
[
[ 0.000080] rcu: Preemptible hierarchical RCU implementatien.



SD Card and kexec

[ 12.667733] mmc@®: new high speed SDHC card at address e624

[ 12.687251] mmcblk0: mmcOD:e624 SC32G 29.7 GiB

[ 12.730965] mmcblk®: pl p2 p3 < p5 p6 p7 p8 p9 plo pll pl2 >

[ 39.859938] Freeing unused kernel image (initmem) memory: 5192K
[ 39.866313] Run /init as init process

1970/01/01 @0:00:40 Welcome to u-root!

init: 1970/01/01 00:00:40 no modules found matching '/lib/modules/*.ko

TE 91.627774] acked 134 in 0x000802b4, was Ox 40, now 0x
[ 91.636220] acked 134 in 0x080002bd4, was 0x 40, now Ox
[ 91.642935] acked 134 in 0x080002b4, was 0x 40, now Ox

mount /dev/mmcblkopl /tcz/
1970/01/01 00:04:26 open /dev/mmcblk@pl: no such file or directory
Exception: mount exited with 1
[tty 1], line 1: mount /dev/mmchlk®pl /tcz/
/# [ 299.952499] acked 134 in 8x000002b4, was Ox 48, now B8x
mount /dev/mmcblkopl /tcz/
[ 305.006592] FAT-fs (mmcblkepl): Volume was not properly unmounted. Some data may b
e corrupt. Please run fsck.
/# kexec --append "root=/dev/mmcblkOp5 rootwait" /tecz/vmlinux
[rustsbi] setTimer
[ 0.000000] Linux version 5.15.11-00133-gbbB8e198996al (dan@crangepad) (riscv64-lin
ux-gnu-gcc (GCC) 11.1.8, GNU 1d (GNU Binutils) 2.36.1) #26 PREEMPT Wed Dec 22 22:48:0
9 CET 2021
[ .000e00] OF: fdt: Ignoring memory range 0x48000000 - Dx40200000
800008] Machine model: Allwinner D1 NeZha
@80000A8] Zone ranges:
000800] DMA32 [mem 0x 40200000 -0x sfEfffff]
000000] Normal  empty
0000008] Movable zone start for each node
0000001 Early memory node ranges
000000] node  @: [mem O 40200000-0 STFfffff] ]

oo @




Booting into OpenWrt

Please press Enter to activate this console.

BusyBox v1.34.1 (2021-12-21 14:11:53 UTC) built-in shell (ash)

ODpenWrt SNAPSHOT, r18404-0a9f9ldeed

WARNING!
There is no root password defined on this dewvice!

Use the "passwd" command to set up a new password

in order to prevent unauthorized SS5H logins.

root@nezha:/# [ 24.421437] kmodloader: no module folders for kernel wversion 5.15.108
-B0133-gc61dallne77el found

[ 24.421437] kmodloader: no module folders for kernel wersion 5.15.18-00133-gc6ldal
1677el found

[ 26.575832] urngd: v1.08.2 started.

[ 26.575832] urngd: v1.08.2 started.

reot@nezha:/# cat /proc/cmdline
root=/dev/mmcblkBp2 rw rootwait init=/sbin/init

Rhey
3§>—\<g

g‘; @ root@0penwWrt:/# [ 42.124370] ldob: disabling
[ 42.124370] ldob: disabling
Jw [ 42.140420] usbvbus: disabling
\ Ruhxﬁ\’”% [ 42.140420] usbvbus: disabling

T102



openSUSE




openSUSE




oreboot + RustSBI -> LinuxBoot -> openSUSE

... and SSH from my phone:)

oS )
LOGO="distributor-logo-Tumbleweed"
screenfetch
.;1dk000000kd1; .
.;d00Xx1:A"" """ 'A:0k00d; .
.dool’ '000d.
.dOKA'  Okxoc;:,. A00d.
. OVVAKOKOKKKKKKKKKKOXxo: , 1KO.
» OVVAKKKKKKKKKKKKKOPA, , , Adx: ;00,
. OVVAKKKKKKKKKKKKKk " . 0OPPb. ' 0k. cKko.
: KVAKKKKKKKKKKKKKK:  kKx..dd 1Kd '0K:
1K1KKKKKKKKKOXOKKKd AOKKKO' kKKc 1K1
1K1KKKKKKKKKK; . ; 00Kx, . .A. . ; KKKKO. 1K1
: KAIKKKKKKKKKOO; . . . AcdxxOKOO/AAT , 0K:
kKAVKKKKKKKKKKKKOX; , ;.o\ ,;od  1KP
' 0OKAVKKKKKKKKKKKKKKKKKKOOKKOoA  c00'
' kKKAVOxddxk00000000kxoc; ' ' .dkv'
10Ko. .c001'
'10Kk: . .;xKO1'

'1kKOxc;:,,,,:;o0dOOkl"
' A ldxkkkkxdl:A*

ESC = CTRL

ALT

[ FINONZES

root@localhost

0S: openSUSE 20211218

Kernel: riscv64 Linux 5.15.8-1-default+
Uptime: 1h 12m

Packages: 470

Shell: bash 5.1.12

Disk: 1.3G / 3.2G (44%)

CPU: Unknown

RAM: 59MiB / 479MiB



Thank you!



Kudos ...

... to everyone working on RISC-V.

... to Drew Fustini for organizing and hosting RISC-V community
meetups.

... to everyone involved in the oreboot project.
... to Luo Jia for creating and others contributing to RustSBI.

... to Sipeed, Allwinner, T-Head and others offering affordable SoCs
and boards.

... to Samuel Holland for assistance with bringup and mainlining
Linux and U-Boot patches.

... to Zoltan Herpai for the OpenWrt port>.

3https://git.openwrt.org/?p=openwrt/staging/wigyori.git;h=refs/heads/d1-5.15


https://git.openwrt.org/?p=openwrt/staging/wigyori.git;h=refs/heads/d1-5.15

Questions?



Advanced

Svpbmt ISA extension
http://lists.infradead.org/pipermail/linux-riscv/2021-
September/008578.html
https://github.com/riscv/virtual-memory/blob/main/README.md#s
vpbmt-page-based-memory-types

European Processor Initiative
https://www.european-processor-initiative.eu/epi-epac1-0-risc-v-
test-chip-samples-delivered/
https://www.european-processor-initiative.eu/successful-
conclusion-of-european-processor-initiative-phase-one/

rCore
https://github.com/rcore/


http://lists.infradead.org/pipermail/linux-riscv/2021-September/008578.html
http://lists.infradead.org/pipermail/linux-riscv/2021-September/008578.html
https://github.com/riscv/virtual-memory/blob/main/README.md#svpbmt-page-based-memory-types
https://github.com/riscv/virtual-memory/blob/main/README.md#svpbmt-page-based-memory-types
https://www.european-processor-initiative.eu/epi-epac1-0-risc-v-test-chip-samples-delivered/
https://www.european-processor-initiative.eu/epi-epac1-0-risc-v-test-chip-samples-delivered/
https://www.european-processor-initiative.eu/successful-conclusion-of-european-processor-initiative-phase-one/
https://www.european-processor-initiative.eu/successful-conclusion-of-european-processor-initiative-phase-one/
https://github.com/rcore/
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